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ABSTRACT

Information security is a critical concern for Internet Service Provider companies due to their high dependency on
information systems and customer data. PT XYZ has not yet conducted a formal information security risk analysis,
despite its plan to prepare for ISO/IEC 27001 certification. This study aims to assess information security risks at PT
XYZ using the ISO/IEC 27005:2018 framework and to formulate appropriate risk mitigation recommendations. This
research adopts a qualitative descriptive approach with a case study method. Data were collected through literature
studies, interviews, and direct observations of information assets, business processes, and existing security controls at
PT XYZ. The risk analysis process includes context establishment, identification of critical assets based on
confidentiality, integrity, and availability principles, identification of threats and vulnerabilities, risk analysis using
likelihood and impact parameters, risk evaluation, and the development of risk treatment plans. The results indicate
that out of 27 identified information assets, 24 assets are classified as critical. Several identified risks are categorized
as high and very high, which may significantly affect the continuity of the company’s core services, including internet
connectivity, web hosting, and Domain Name System services. Based on these findings, risk mitigation
recommendations are proposed with reference to ISO/IEC 27002:2022 security controls. This study is expected to
support PT XYZ in strengthening its information security posture and to serve as an initial step toward achieving
ISO/IEC 27001 certification.

Keyword: Information Security, Information System, Internet Service Provider, ISO/IEC 27001, ISO/IEC
27005:2018, Risk Management.

Avrticle Info: Corresponding Author

Article history: Muhammad Atho’ullah Aziman

Received December 16, 2025 Universitas Negeri Surabaya, Surabaya, Indonesia
Revised January 23, 2026 muhammadathoullah.21039@mhs.unesa.ac.id

Accepted February 19, 2026

1.  INTRODUCTION

In the rapidly evolving digital era, information security has become a fundamental element
for maintaining organizational operational continuity and institutional reputation. This condition
is particularly critical for information technology service providers such as Internet Service
Providers (ISPs), which operate complex network infrastructures and manage large volumes of
sensitive customer data [1]. As digital gatekeepers, ISPs are responsible for monitoring network
traffic, ensuring service availability, and protecting users from cyber threats, including Distributed
Denial of Service (DDoS) attacks and email spoofing that can severely disrupt essential services
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Despite the growing importance of information security, many organizations still experience
difficulties in implementing comprehensive information security risk management. Limited
understanding of potential risks often results in increased system vulnerabilities, while resource
constraints hinder the effective deployment of security controls [3]. These challenges are further
amplified in ISP environments, where rapid growth in bandwidth usage and service demand can
elevate exposure to network failures and security incidents if not accompanied by proportional risk
management measures [4]. Consequently, inadequate risk governance may threaten service
continuity, regulatory compliance, and customer trust.

Several studies have emphasized the importance of standardized frameworks in managing
information security risks. Research on the adoption of ISO/IEC 27001 highlights its effectiveness
in establishing structured information security management systems across various sectors [5].
Further analysis of ISO/IEC 27001 implementation demonstrates that systematic risk
identification and control selection are essential to align security practices with organizational
objectives [6]. In addition, recent studies indicate that integrating international security standards
with national data protection regulations can enhance organizational compliance and resilience
against cyber threats [7].

To address these challenges, this study adopts the ISO/IEC 27005:2018 framework as a
structured approach for information security risk management. The framework provides
systematic stages, including context establishment, asset identification, threat and vulnerability
analysis, risk evaluation, and risk treatment planning [8]. This approach enables organizations to
assess risks based on the Confidentiality, Integrity, and Availability (CIA) Triad, ensuring that
critical information assets are prioritized according to their potential impact on business operations
[9]. The flexibility of ISO/IEC 27005 allows it to be effectively applied in ISP environments,
particularly for critical services such as internet connectivity, cloud infrastructure, and Domain
Name System (DNS) operations [10].

This research contributes by applying a comprehensive information security risk
management assessment using ISO/IEC 27005:2018 within an ISP context that has not previously
implemented formal risk analysis. Unlike prior studies that focus primarily on general security
control adoption, this study emphasizes asset criticality assessment and risk prioritization tailored
to core ISP services. The findings are expected to provide practical recommendations that support
ISO/IEC 27001 certification readiness while offering a replicable model for other ISPs seeking to
strengthen sustainable information security governance.

2. METHODS

This study employs a qualitative descriptive research design with a case study approach,
focusing on information security risk management at PT XYZ as an Internet Service Provider
(ISP). The case study approach enables an in-depth understanding of real organizational conditions
and provides contextual insights into information security risks arising from daily operational
activities [11]. The scope of this research is limited to critical information assets that support PT
XYZ’s core services, namely internet connectivity, web hosting, and Domain Name System (DNS).
This limitation ensures that the risk analysis concentrates on assets with a direct impact on service
continuity and customer trust [12].

Data collection was conducted through literature review, semi-structured interviews, and
direct observation. The literature review was carried out to establish a theoretical foundation
related to information security risk management and the application of international standards [13].
Semi-structured interviews involved IT management and technical personnel to identify
information assets, threats, vulnerabilities, and existing security controls within PT XYZ. Direct
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observation was used to validate interview findings and to ensure consistency between
documented controls and actual security practices in the operational environment.

Data analysis followed the ISO/IEC 27005:2018 risk management framework, which
consists of context establishment, asset identification, threat and vulnerability identification, risk
analysis, risk evaluation, and risk treatment planning. Asset identification was performed using
the CIA Triad approach Confidentiality, Integrity, and Availability to systematically assess asset
criticality [14]. This structured and iterative methodology enables systematic identification and
prioritization of information security risks while maintaining alignment with organizational
objectives and regulatory requirements. Furthermore, this approach supports continuous
improvement in information security management and facilitates organizational readiness for
ISO/IEC 27001 certification [15].

3. RESULTS AND DISCUSSION

This section presents the results of the information security risk analysis conducted at PT
XYZ using the ISO/IEC 27005:2018 framework. The findings are systematically organized into
sub-sections to clearly describe the asset criticality assessment, risk identification and distribution,
and the discussion of high-priority risks along with their implications for information security
management.

3.1 Asset Identification and Criticality Assessment

Asset identification was conducted through structured interviews and direct observations of
PT XYZ’s operational environment, focusing on systems supporting core Internet Service Provider
(ISP) services, including internet connectivity, web hosting, and Domain Name System (DNS). A
total of 30 information technology assets were identified and evaluated using the Confidentiality,
Integrity, and Availability (CIA) Triad.

Each asset was scored on a scale of 1-5 for each CIA component, and the average score was
used to determine asset criticality. Assets with an average CIA score greater than 3.00 were
classified as critical. The assessment results show that 24 assets were categorized as critical,
covering six asset categories: hardware, software, data and information, network and
infrastructure, human resources, and physical facilities.

The distribution of critical assets across asset categories is summarized in Table 1 and Table
2, which highlights the prioritization of assets based on their CIA evaluation. The results indicate
that network and infrastructure assets, as well as data-related assets, exhibit the highest criticality
scores. This finding emphasizes their strategic importance in supporting PT XYZ’s service
continuity and compliance with information security regulations. Disruptions to these assets could
directly affect customer services and organizational reputation.

Table 1. Asset Category Code

Asset Code Asset Category
K1 Hardware
K2 Software
K3 Data and Information
K4 Network and Infrastructure
K5 Human Resources
K6 Physical Facilities
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Table 2. Asset Code

Asset Category Code  Asset Code IT Asset CIA Triad Score
K1 Al Border Router 4.3
A2 Distribution Router 3.3
A3 Border Switch 4.3
Ad Distribution Switch 3.3
A5 Uninterruptible Power Supply (UPS) 4.0
A6 Security Access Control System 3.3
A7 Server 4.3
K2 A8 Odoo ERP System 3.7
A9 cPanel 4.0
A10 RADIUS Server 4.3
All System Monitoring Application 3.3
K3 Al2 Customer Data 4.3
Al3 Financial Data 4.0
All Corporate Email 4.3
K4 Al5 Global Internet Connectivity 4.3
Al6 Wireless Network 4.3
Al7 Fiber Optic Network 4.3
K5 Al8 System Administrator 3.3
Al19 Host Master 3.3
A20 Field Engineer 3.3
A21 Network Engineer 3.3
A22 Technical Support 3.7
K6 A23 Head Office 4.0
A24 Network Operation Center (NOC) 5.0

3.2 Risk Identification and Risk Evaluation

Following the identification of critical assets, a comprehensive risk analysis was conducted
by identifying potential threats and vulnerabilities associated with each asset. Risk values were
calculated by multiplying likelihood and impact scores in accordance with the ISO/IEC
27005:2018 methodology.
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Figure 1. Information Security Risk Matrix of PT XYZ
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The analysis resulted in the identification of 318 information security risks. The distribution
of risk levels indicates that 5 risks (1.6%) fall into the very high category, 48 risks (15.0%) into
high, 147 risks (45.4%) into medium, and 118 risks (38.0%) into low. Although the majority of
risks are categorized as medium and low, the presence of high and very high risks demonstrates
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the existence of significant vulnerabilities that require immediate management attention. The
overall risk profile of PT XYZ is visualized in Figure 1, which presents the risk matrix illustrating
the relationship between likelihood and impact.

The concentration of risks within the medium to high likelihood and impact ranges highlights
potential threats to business continuity, particularly in relation to service availability and data
protection. These findings underline the importance of implementing structured and prioritized

risk treatment strategies.

Table 3. High and very high risk

Asset Code  Risk Code Threat Vulnerability Risk
Prolonged Power Absence of secure .
A2 R60 Outage shutdown procedures 15 (High)
Insider
Unauthorized Lack of access .
A R74 Access (Insider monitoring and auditing 15 (High)
Threat)
Forced Entry Poor quality of physical .
A R78 Attack security hardware 15 (High)
A6 R8O '_I'allgatlng / Lack_of employee 12 (High)
Piggybacking security awareness
A7 R97 Physical Threat ~ 'nadequate disaster 10 (High)
protection
A7 R98 Physical Threat OS¢ Of conventional air 10 (High)
conditioning systems
Bugs or Inadequate testin
A8 R113 Vulnerabilities ?Ocesses g 12 (High)
in Custom Code P
Data Input Non-intuitive user
A8 R117 Errors (Human . 12 (High)
interface
Error)
Data Input
A8 R119 Errors (Human Lack of user training 12 (High)
Error)
A8 R122 Access_ngth No penon access 12 (High)
Misconfiguration review
Brute Force Two-Factor
A8 R125 Attack on Login  Authentication (2FA) not 15 (High)
Page implemented
Security Manual and unscheduled .
A9 R132 Patching Delay patching process 10 (High)
Inadequate . .
Al0 R145 Logging Logs are not centralized 16 (High)
Monitoring Two-Factor
All R148 Console Authentication (2FA) not 10 (High)
Hijacking implemented
Log and Metric . -
AL2 R155 Data Data integrity is not 12 (High)
- . guaranteed
Manipulation
Malware Attack Inadequate securit
Al2 R165 (Ransomware, g y 12 (High)
software
Spyware)
A12 R167 Human_ Error & Lack of regular §e9urlty 25 (Very High)
Negligence awareness training
System Failure No off-site backup .
Al2 R172 & Disaster available 12 (High)
Compliance & .
A12 R173 Regulatory -2k of understanding of 16 (High)
2 regulations
Violation
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Asset Code  Risk Code Threat Vulnerability Risk
Human Error in Overly manual financial
A13 R179 Financial y 12 (High)
processes
Processes
Human Error in Poor inter-department
A13 R180 Financial epar 16 (High)
communication
Processes
A13 R183 Flnanglal Rgport Lack of md_ependent 12 (High)
Manipulation oversight
Physical Theft of
Financial No encryption on finance .
Al3 R185 Documents & staff devices 16 (High)
Devices
Physical Theft of
A3 R186 Financial Lack of regular security 16 (High)
Documents & awareness training
Devices
Email Account Multi-Factor .
Al4 R190 Takeover (ATO) Authentication (MFA) 12 (High)
not enforced
Data Leakage No Data Loss Prevention .
Ala R192 via Email (DLP) solution 16 (High)
A5 R208 Signal Jamming Use of congested 16 (High)
/ Interference frequency channels
Rogue Access Lack of user awareness .
ALS R215 Point and education 12 (High)
Physical Unsecured passive
Al7 R231 Tampering or . P 12 (High)
infrastructure
Theft
A18 R239 Crltlca! Update No centralized patch 12 (High)
Negligence management
Critical Update .
Al8 R240 Negligence Delayed updates by staff 16 (High)
A18 R242 Crltlca! Update Lack of gsset and 16 (High)
Negligence software inventory
Abuse of Overly permissive access
Al18 R247 Customer y permis 12 (High)
policies
Account Access
Social Lack of regular securit
Al8 R249 Engineering by u! y 12 (High)
« » training
Customers
Physical Inadequate physical
Al8 R256 Infrastructure accesqs su ef)rv>i/sion 15 (High)
Sabotage (Field) P
Theft of
Company No asset tagging .
Al8 R261 Property and implemented 10 (High)
Materials
Firewall & ACL  Lack of periodic firewall .
A2l R271 Misconfiguration rule audits 10 (High)
Inadequate Poor inter-department
A21 R275 Capacity epar 12 (High)
. communication
Planning
AD9 R277 S_ouall Lack of regular security 12 (High)
Engineering awareness training
Incorrect Incomplete knowledge
A22 R278 Information or P 5 g 16 (High)
. . ase
Diagnosis
A2 R281 Customer Data Insecure workspace 16 (High)

Handling Errors

policies
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Asset Code  Risk Code Threat Vulnerability L Risk
A23 R287 Fire _ Insufficient fire 15 (High)
extinguishing equipment
A23 R288 Fire Lack of staff 2 10 (High)
preparedness
Unauthorized . ;
A23 R290 Physical Access Insecure access points 4 16 (High)
Unauthorized Weak visitor supervision .
AZ3 R291 Physical Access procedures 5 20 (Very High)
A23 R293 Human Lack of clear policies 4 12 (High)
Negligence
A23 R294 Hu_man Lack of training and 4 12 (High)
Negligence awareness
Total Power Dependence on buildin
A24 R297 Supply Failure P o ot 9 10 (High)
(Total Blackout) g
A24 R303 Fire Water-based fire 5 25 (Very High)
suppression system
A24 R307 Water Leakage  No water leakage sensors 3 12 (High)
A24 R310 Earthquake Absence O.f seismic 5 20 (Very High)
bracing
Unauthorized
A24 R313 Physical A_ccess CCTV nc_)t actively 3 12 (High)
(Bypassing monitored
Controls)
Internal or Lack of access activit
A24 R315 External loqai y 4 5 20 (Very High)
0gging
Sabotage

3.3 Risk Treatment Plan

Further analysis reveals that high and very high risks primarily originate from three key
areas: physical security weaknesses, human resource factors, and technical control limitations.
Physical security risks are mainly associated with inadequate fire protection systems and
insufficient access control mechanisms in critical facilities such as the Network Operation Center
(NOC). These weaknesses increase the likelihood of asset damage and unauthorized physical
access, which could result in service disruption.

Human-related risks are predominantly linked to limited security awareness and the absence
of regular information security training programs. Insufficient awareness among employees
increases the probability of human error, credential misuse, and social engineering attacks, which
are commonly reported as major contributors to security incidents in ISP environments.

In addition, technical vulnerabilities such as the absence of multi-factor authentication
(MFA) and the lack of centralized patch management significantly elevate the risk of unauthorized
access and system compromise. These conditions indicate that existing security controls at PT
XYZ are not yet fully aligned with current best practices in information security risk management.

Based on these findings, a risk treatment plan was developed focusing on 53 risks classified
as high and very high. The proposed mitigation measures reference relevant controls from SNI
ISO/IEC 27002:2022, providing practical guidance for strengthening organizational, technical,
and physical security controls. This approach supports PT XYZ’s strategic objective of enhancing
its information security posture and serves as an essential preparatory step toward ISO/IEC 27001
certification.
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Table 4. Control & Mitigation Recommendations

Risk Code Recommended Control (ISO/IEC 27002:2022)
R167 6.3 Information security awareness, education, and training
R291 7.2 Physical security perimeter
R303 7.7 Protection against physical and environmental threats
R310 7.7 Protection against physical and environmental threats
R315 7.3 Securing offices, rooms, and facilities
R60 8.9 Configuration management
R74 8.16 Monitoring activities
R78 7.2 Physical security perimeter
R80 6.3 Information security awareness, education, and training
R97 7.7 Protection against physical and environmental threats
R98 7.7 Protection against physical and environmental threats
R113 8.29 Security testing in development and acceptance
R117 8.29 Security testing in development and acceptance
R119 6.3 Information security awareness, education, and training
R122 5.18 Access rights review
R126 8.5 Secure authentication
R133 8.8 Management of technical vulnerabilities
R145 8.15 Logging
R148 8.5 Secure authentication
R155 8.15 Logging
R165 8.7 Protection against malware
R172 8.13 Information backup
R173 5.31 Legal, statutory, regulatory, and contractual requirements
R179 8.10 Information protection
R180 5.22 Monitoring, review, and change management of supplier

services

R183 5.25 Independent review of information security
R185 8.10 Information protection
R186 6.3 Information security awareness, education, and training
R190 8.5 Secure authentication
R192 8.12 Data leakage prevention
R208 8.22 Network services security
R215 8.21 Security of network services
R231 7.9 Security of equipment and assets
R239 8.8 Management of technical vulnerabilities
R240 8.8 Management of technical vulnerabilities
R242 5.9 Inventory of information and other associated assets
R247 8.2 Privileged access rights
R249 6.3 Information security awareness, education, and training
R256 7.9 Security of equipment and assets
R261 5.9 Inventory of information and other associated assets
R271 8.9 Configuration management
R275 8.6 Capacity management
R277 6.3 Information security awareness, education, and training
R278 5.9 Inventory of information and other associated assets
R281 7.6 Office and facility security
R287 7.7 Protection against physical and environmental threats
R288 5.24 Information security inciden_t management planning and

preparation
R290 7.3 Securing offices, rooms, and facilities
R293 5.1 Policies for information security
R294 6.3 Information security awareness, education, and training
R297 7.11 Supporting utilities
R307 7.7 Protection against physical and environmental threats
R313 7.4 Physical security monitoring
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CONCLUSION

This study has successfully addressed the formulated research questions by systematically
analyzing information security risks at PT XYZ using the ISO/IEC 27005:2018 framework. The
research findings demonstrate that the asset identification process identified 24 critical information
technology assets supporting PT XYZ’s core services, classified into siX categories: hardware,
software, data and information, network and infrastructure, human resources, and physical
facilities. Risk analysis results revealed a total of 318 identified information security risks, with 5
risks (1.6%) fall into the very high category, 48 risks (15.0%) into high, 147 risks (45.4%) into
medium, and 118 risks (38.0%) into low, indicating that a significant portion of risks requires
managerial attention and structured mitigation. The results further show that the most significant
contributors to high and very high risks originate from physical security weaknesses, insufficient
security awareness and training among human resources, and the absence of essential technical
controls, such as multi-factor authentication and centralized patch management. Based on these
findings, this research proposes a risk treatment plan focusing on 53 high and very high risks,
providing mitigation recommendations aligned with SNI ISO/IEC 27002:2022 controls.
Theoretically, this study contributes to the body of knowledge on information security risk
management by demonstrating the applicability of ISO/IEC 27005:2018 in the ISP sector and by
integrating risk assessment results with updated security control standards. Practically, the findings
offer PT XYZ a structured reference for strengthening its information security posture and
supporting preparation for ISO/IEC 27001 certification. Future research may extend this study by
incorporating quantitative risk valuation, comparative analysis with other risk management
frameworks, or longitudinal assessments to evaluate the effectiveness of implemented controls
over time.
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